Security Lab

This lab will explore computing security.  When you have completed this lab you will be able to answer the following questions in the Observations and Conclusions section of your final lab report:

· What is computer security?
· What is encryption?
· What are cookies? Are they beneficial or harmful?

· How can you determine if your internet transactions are secure?

Encryption

How Can You Tell When Information is Secure?

While Web surfing feels safe, it may not always be secure. Information that you send using a Web form could be intercepted by an eavesdropper if it is not encrypted (scrambled). This isn't usually a big problem unless you are sending important information, such as a credit card number. 

Any information sent over the Internet can be intercepted by a third party. If the information is not encrypted, the third party can use the intercepted information in any way. For example, a hacker might 'listen' to your computer when you are buying a product off an insecure Web site. In that case, if the credit card number is not encrypted, the hacker can easily get it. 

Encryption in browsers: SSL

To solve this problem in browsers, the SSL (Secure Socket Layer) protocol was created. It encrypts any communication between your computer and the server your computer is 'talking' to. Never send any private information (such as Social Security Number, credit card numbers, etc.) over the Web without having SSL enabled. 

You can check whether SSL is enabled at any point, if you look at the address bar. The displayed URL should start with "https://", not "http://", as in most pages. 

	Internet Explorer with SSL enabled
	

	
	

	An Internet Explorer message that tells you that the connection from now on will be encrypted. 
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	This menu tells you that the connection from now on will not be encrypted
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SSL is widely supported by modern browsers and is embraced by e-commerce sites as the primary security solution. 

(information below is from http://gateway.lib.ohio-state.edu/tutor/les8/pg3.html ) 
Lock icon: 
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	Both Netscape and Internet Explorer also display a closed "lock" icon (like the one in the illustration) at the bottom of the browser window when viewing a "secure" page (one located on a secure server that encrypts or scrambles data transmissions). If you click on the lock icon (double-click in Internet Explorer), you will see security information about the page you are currently viewing. 


Certificates:

A certificate is a Web server's ID badge, a tamper-resistant file that identifies the individual or organization to whom it is issued and ensures that no other site can assume its identity. The certificate guarantees the authenticity of a Web site. If you are submitting any sensitive information (such as a credit card number), your browser should be set to examine certificates. 

Viewing your Browser's Security Settings

· Example: Internet Explorer 6: 

Select Tools, then Internet Options from the browser menu. Then click on the Advanced tab at the top of the options window. Scroll down to the bottom of the list of advanced options to see your security settings. [To make changes to security settings, click on the Security tab in the options window and use the slider in that panel.] 
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Email is not secure: PGP

After all, e-mail communication goes via Internet, therefore its security can be questioned. In fact, sending a usual message by e-mail is somewhat similar to sending a postcard without envelope by conventional mail: anybody (especially a postman, of course) can read it along the way. Therefore, try not to send unencrypted e-mails that contain information that is really important to you. 



Your Laboratory

Using Internet Explorer. 

Part A:

1. Using Internet Explorer, go to the bank www.jpmorgan.com.  Follow the instructions below to navigate to a secure page on the site. Watch the URLs. Make a note of when the URL changes to https. You should note that the lock icon shows up at that point too. 
2. Is this presently a secure site?  How do you know?

3. Go to Client Log On drop down box.

4. Select JPMorgan Online
5. Click Go
6. Do you have a secure site connection?  How do you know?

7. Click on the lock icon located to the right of the URL (web page address). 

8. Now let us check if this is a trust worthy site to send our banking information.  I would be careful.  It could be your instructor’s made up web site.  I told you in previous labs we are a poor lot.  Answer the following from the certificate page that just appeared:

9. Certification authority organization ___________________________
10. Subject (Web site issued to) _________________________________

11. Is this the same web site you just accessed? ____________________

12. How long is this trust certificate good till? ______________________

13. Close the certificate.

14. Now let us check if the so called Certification authority (CA) organization is really to be trusted.  

15.  See trusted CA data base 

Left click on Tools > Internet Options > Contents > Certificates > Trusted Root Certification Authorities

16. Is the organization there? ____________________________
17. Close the windows produced from line 14.

18. Click on the lock again and open up the certificate window.

19. Now click on the details tab.
20. What is the signature algorithm used? ______________

21. Read the following article and then answer if the above found digital signature algorithm is a good one and which type might have security problems.

http://www.cerias.purdue.edu/site/blog/post/a_serious_threat_to_online_trust/
22. Now let us check what other banks use.  Go to a highly rated bank at www.applebank.com. What digital signature algorithm is it using? _________________________
Close all the windows and continue to the next part.

Part B:

1. Go to cookiedemo.com and try the Cookie Demo. Set a cookie, then go to some other pages and come back to cookiedemo.com. Did it remember what cookies you like? 

Before question 2, change the browser settings to alert you before the browser accepts a cookie: (It is possible that on your computer/browser, you may have to change the settings a little differently. If you get stuck, try the browser Help.) 

· Using Internet Explorer, go to Tools > Internet Options > click on the Privacy tab. Click on the Advanced button. Check the box that says "Override automatic cookie handling" and then choose "prompt" on both the sets of radio buttons. Click on OK. Then Click on OK. 

2. Visit several sites and see whether or not they set cookies on your computer. Indicate whether there are any "third party cookies", i.e. cookies that are being set by sites that are different from the page you are viewing. 

a. www.cnn.com 

b. www.yahoo.com - Try a search 

c. www.google.com - Try a search 

d. www.csi.cuny.edu 

e. www.lesley.edu 

3. Do the Analyzer (click on Analyze Your Internet Privacy)at http://privacy.net .  Do the Analyzer at this site twice (answer the questions each time).
a. Is a cookie set when you visit the Network-Tools.com site? 

b. Whose cookie is it? Is it from www.privacy.net? 

c. What type of information is collected about your browser and your computer? 

d. Did the site collect your IP address? 

e. What other information was collected through the cookie that surprised you? 
Part C:


Phishing

Take the phishing IQ test! Type the following URL into your browser:

http://www.sonicwall.com/phishing/

Check your score.
Record your score. ______________
Follow all why? links and read them.
Incorporate some of this information into your lab report.
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